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United Nations Convention
on the Use of
Electronic Communications
in International Contracts




PUBLIC INTERNATIONAL LAW (CONVENTIONS/TREATIES)

STATE 1

WATIONAL 14y,

ELECTRONIC
COMMUNICATIONS

ELECTRONIC
COMMUNICATIONS
CYBERCRIME

CYBERCRIME

ELECTRONIC COMMUNICATIONS

CONVENTIONS
ELECTRONIC
COMMUNICATIONS OUTER SPACE
CYBERCRIME TELECOMMUNICATIONS
DISARMAMENT
CYBERCRIME

CYBERCRIME

Note Abbreviation: ELECTR COMM = Electronic Communications



Convention on Cybercrime. CETS No. 185
Non-members of the council of Europe
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CL=ENG

Signature Ratification Entry into force

Argentina

Australia 30/11/2012 a 1/3/2013

Canada 23/11/2001

Chile

Colombia

Costa Rica

Dominican Republic 7/2/2013 a 1/6/2013

Israel

Japan 23/11/2001 3/772012 1/11/2012

Mauritius 15/11/2013 a 1/3/2014

Mexico

Morocco

Panama 5/3/2014 a 1/7/2014

Philippines

Senegal

South Africa 23/11/2001

Tonga

United States of America 23/11/2001 29/9/2006 1/1/2007

w

Total number of signatures not followed by ratifications:

Total number of ratifications/accessions: 44




India — Right to Information Act 2005

e o N T

[ Z.F ~ 4 Y,
ervice

search this site
Search... =

» RTI Fellow's ReporlsNF"' |

» RTI Video ©/Audio 4 NV

om OO

» Launch of RTI Online for
all Central Ministries
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THE GAZETTER OF INDIA EXTRAORDINARY [PART II—

CHAPTER II
Right to information and obligations of public authorities
3. Subject to the provisions of this Act, all citizens shall have the right to information. Bitghl to
mniormation

4. (1) Every public authority shall—

a) maintain all its records duly catalogued and indexed in a manner and the
form which facilitates the right to information under this Act and ensure that

all records that are appropriate to be computerised are, within a reasonable
time and subject to availability of resources, computerised and connected
through a network all over the country on different systems so that access to
such records is facilitated;

b) publish within on¢ hundred and twenty days from the enactment of this

Act,—



ROC - The Freedom of Government
Information Law

BUSFERABE
The Freedom of Government Information Law
F-¥E @ Rl

Chapter 1 General Principles
Article 1 BEUBNERARGE EMARKERAEAAHBIFAENR  REAR]
MR > HMEARNANERZRE GEHEER  TRERTSH F
il e AE
This Law is enacted to establish the institution for the publication of government
information, facilitate people to share and fairly utilize government information,
protect people’s right to know, further people’s understanding, trust and overseeing
of public affairs, and encourage public participation in democracy.
Article 2 BUN&ERZ AR » AR ZHE - BERAVARSAREE » IKAHE -
Government information shall be made available to the public in accordance with
the Law, except which regulated in other laws, the provisions of that law shall

prevail.

Article 3 AEFT BB & - FEBURTIE P AR dC 6 N F S M F R S -
B - B - BEER - BERY - OEERR - TUSER C BUBERER FHENY EIM
LA~ B - BEESLAE - WE AR ZEEHENZHRE -



http://www.nzherald.co.nz/united-states/news/article.cfm?
| id=1108&0bjectid=11364822

UN moves to strengthen digital privacy

Business Privacy Technology Telecommunications ... 0 0 0 0

A Lgt

»

S":#fz“;.p—;;-.‘.,:_'_m L __54

The U.N. Security Council. Photo / AP

The United Nations on Tuesday adopted a resolution on protecting digital privacy
that for the first time urged governments to offer redress to citizens targeted by
mass surveillance.

The resolution presented by Germany and Brazil builds on a landmark text
presented last year in the wake of revelations by Edward Snowden of widespread
surveillance by the US and British governments.

"Where mass surveillance technology is used, a situation can easily be created
where no privacy of communications on the internet exists at all," German
Ambassador Harald Braun told a UN committee.
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India Information Technology Act, digital
signatures and standards

Skip to main content  Skip to navigation / Accessibility Options / Screen Reader / Glossary / Abbreviations / JEfGSIN

Department of Electronics & Information Technology (DeitY) a

Ministry of Communications & IT, Government of India

Home About DeitY Know Your Minister Divisions Organisations RTI Tenders Downloads Visitor Pass

Home Acts, Policies & Task Force Reports = :»X Important Links
% What’s New

Information Technology Act

« Notification under IT(Amendment) Act, 2008 ':‘ Public Opinion

« IT (Amendment) Act 2008(2349 KB) [#}

« Rules for the Information Technology Act 2000 = Public Grievances
« Report of the Expert Committee on Amendments to IT Act 2000

indid.govin

Acts, Policies & Task Force Reports Add new comment | Printer-friendly version



Government of India
Ministry of Information Technology

6. Standards,.-The Information Technology (IT) architecture for Certifying
Authorities may support open standards and accepted de facto standards; the most

important standards that may be considered for different activities associated with
the Certifying Authority's functions are as under|

The product

The standard

Public Key Infrastructure

PKIX

Digital Signature Certificates
and Digital Signature revocation list

X.509. version 3 certificates as specified in ITU
RFC 1422

Directory (DAP and LDAP)

X500 for publication of certificates and
Certification Revocation Lists (CRLs)

Database Management Operations

Use of generic SQL

Public Key algorithm

DSA and RSA

Digital Hash Function

MDS5 and SHA-1

RSA Public Key Technology

PKCS#1 RSA Encryption Standard (512, 1024,
2048 bit)

PKCS#5 Password Based Encryption Standard
PKCS#7 Cryptographic Message Syntax
standard

PKCS#8 Private Key Information Syntax
standard

PKCS#9 Selected Attribute Types

PKCS#10 RSA Certification Request
PKCS#12 Portable format for
storing/transporting a user’s private keys and
certificates

Distinguished name X.520
Digital Encryption and Digital PKCS#7
Signature

Digital Signature Request Format PKCS#10
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About this site

Privacy Act 1993

/% Warning: Some amendments have not yet been incorporated

B Tagged sections/clauses S Web feeds

My recent searches =

Add to web feed

Order a commercial print @

Search within this Act | seanc |
View whole (659KB) Versions and amendments Print/Download PDF [2.7MB] m:\_
@ Contents Previous section | Next section o Q Tag section Remove Previous hit | Next hit

Reprint as at 13 September 2014

Privacy Act 1993

Public Act 1993 No 28
Date of assent 17 May 1993
Commencement see section 1(2)

Note

Changes authorised by subpart 2 of Part 2 of the Legislation Act 2012 have been made in this official reprint.
Note 4 at the end of this reprint provides a list of the amendments incorporated.

This Act is administered by the Ministry of Justice.

Contents
Title
Short Title and commencement

ot

Part1
Preliminary provisions

Interpretation
Information held by agency
Actions of, and disclosure of information to, staff of agency, etc
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https://www.iso.org/obp/ui/#iso:std:iso-iec:29100:ed-1:v1:en

Online Browsing Platform (OBP) Y signin > Llanguage > Help Search

4 Search  [fia ISO/IEC 29100:2011(en) x

/TR
ISO
N4

|SO/|EC 291m:201 1(en) Information technology — Security techniques — Privacy framework ] Follow W Buy i More information

Table of contents <

Introduction

1 Scope Foreword

2 Terms and definitions
ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the specialized
system for worldwide standardization. National bodies that are members of ISO or IEC participate in the development of International
Standards through technical committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
4.3 Interactions established a joint technical committee, ISO/IEC JTC 1.
+| 4.4 Recognizing Pl

3 Symbols and abbreviated terms
=l 4 Basic elements of the privacy framewc
4.1 Overview of the privacy framewor

+| 4.2 Actors and roles

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
+| 4.5 Privacy safeguarding requirement

The main task of the joint technical committee is to prepare International Standards. Draft International Standards adopted by the joint
technical committee are circulated to national bodies for voting. Publication as an International Standard requires approval by at least
75 % of the national bodies casting a vote.

4.6 Privacy policies
4.7 Privacy controls

=l 5 The privacy principles of ISO/IEC 291(
5.1 Overview of privacy principles Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights. ISO and IEC shall

5.2 Consent and choice not be held responsible for identifying any or all such patent rights.

5.3 Purpose legitimacy and specifical  ISO/IEC 29100 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security
5.4 Collection limitation techniques.

5.5 Data minimization

5.6 Use, retention and disclosure limi Introduction

5.7 Accuracy and quality

5.8 Openness, transparency and noti This International Standard provides a high-level framework for the protection of personally identifiable information (PII) within

5.9 Individual participation and acces  jnformation and communication technology (ICT) systems. It is general in nature and places organizational, technical, and procedural
5.10 Accountability aspects in an overall privacy framework.

5.11 Information security The privacy framework is intended to help organizations define their privacy safeguarding requirements related to PIl within an ICT

5.12 Privacy compliance environment by:

Annex A Correspondence between 1SO/
Bibliography — specifying a common privacy terminology;

— defining the actors and their roles in processing PII;
— describing privacy safeguarding requirements; and

— referencing known privacy principles.
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Regulations and Financial

Stability Regulatory and Supervisory Framework

¥ Regulatory and Supervisory The Monetary Authority of Singapore (MAS) is governed by the MAS Act, which confers MAS powers to issue legal
Framework instruments for the regulation and supervision of financial institutions. In addition, MAS also has frameworks and guidelines

Regulatory Instruments Issued by in place on topics which cut across various classes of financial institutions.

MAS

Anti-Money Laundering / Highlights
Countering the Financing of
Terrorism

Risk Management
Corporate Governance

i The guidelines on risk management aim to provide financial institutions supervised
MAS Act and Regulations
by MAS with guidance on sound risk management practices.
Risk Management Read more

Enforcement Actions

» Regulations, Guidance and Licensing Anti-Money Laundering and Countering the Financing of
Terrorism (AML/CFT)

Financial Stability Singapore safeguards against the abuse of its financial system for the purposes of

money laundering and terrorist financing through its AML/CFT regulatory regime.
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